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Alcatel.Lucent® Company Background

About Alcatel-Lucent

Alcatel-Lucent’s vision is to enrich people’s lives by transforming the way the world communicates. Alcatel-Lucent provides solutions that enable service providers, enterprises and governments worldwide, to deliver voice, data and video communication services to end-users.  As a leader in fixed, mobile and converged broadband access, carrier and enterprise IP technologies, applications, and services, Alcatel-Lucent offers the end-to-end solutions that enable compelling communications services for people at home, at work and on the move. 

With 79,000 employees (after the completion of the Thales transaction) and operations in more than 130 countries, 

Alcatel-Lucent is a local partner with global reach. The company has the most experienced global services team in the industry, and one of the largest Innovation and Technology organizations focused on communications. Alcatel-Lucent achieved combined sales of Euro 18.6 billion* in 2005, and is incorporated in France, with executive offices located in Paris.

Organization

With a strong focus on complete solutions maximizing value for customers, Alcatel-Lucent is organized around five business groups and four geographic regions.  The Wireless, Wire-line, Convergence groups, which make up the Carrier Business Group, are dedicated to serving the needs of the world's service providers.  The Enterprise Business Group focuses on meeting the needs of business customers.  The Services Business Group designs, deploys, manages and maintains networks worldwide.  The company's geographic regions are Europe and North, Europe and South, North America, and Asia-Pacific.

Innovation & Technology

Alcatel-Lucent today is one of the largest innovation powerhouses in the communications industry, boasting 23,000 research and development experts worldwide, representing a combined R&D investment of Euro 2.7 billion* in 2005, and a portfolio of over 25,000 active patents spanning virtually every technology area. At the core of this innovation is Alcatel-Lucent’s research, which includes the world-renowned Bell Labs and Research & Innovation groups, providing Alcatel-Lucent with an innovation engine of 1,500 researchers and scientists at the forefront of research into areas such as multimedia and convergent services and applications, new service delivery architectures and platforms, wireless and 

Wire-line, broadband access, packet and optical networking and transport, network security, enterprise networking and communication services and fundamental research in areas such as nanotechnology, algorithmic, and computer sciences.

History

Formed from the merger of Alcatel and Lucent Technologies, Alcatel-Lucent combines two entities that share a common lineage that can be traced back to 1986, when Alcatel’s parent company, CGE (la Compagnie Générale d’Electricité), acquired ITT’s European telecom business. Nearly 60 years earlier, ITT had purchased most of AT&T’s manufacturing operations outside the United States. AT&T was Lucent’s former parent company. 

By creating Alcatel-Lucent we are bringing our common lineages back together and starting an exciting new chapter of our history -- creating the world’s first truly global communications solutions provider, with the most complete end-to-end portfolio of solutions and services in the industry.

About Alcatel.Lucent Enterprise Networking Solutions

Alcatel.Lucent delivers standards-based IP communications solutions to a global customer base of over 500,000 small, medium and large enterprises, government agencies, healthcare facilities, and educational institutions.  Alcatel.Lucent's award-winning Omni family of IP Communications solutions consists of an extensive portfolio of network switching infrastructure products and IP telephony products built to provide long-term value.

For more information, visit Alcatel.Lucent on the Internet: http://www.Alcatel.Lucent.com
Alcatel-Lucent OmniAccess WLAN Mobility

Key Features 

WLAN support with WPA/WPA2

· Automated RF Management

· Location Tracking

· Layer-3 Roaming

· Rogue AP detection

Wireless Intrusion Protection

· Intrusion detection

· Man-in-the-Middle detection

· Intrusion prevention and containment counter measurements

· Event correlation

· Detection of pre-802.11n APs

External Services Interface (ESI)

· Auto-blacklisting of suspect clients

· Selective redirection of traffic to external network service devices

· Load balancing and health checking

Client Integrity (CIM

· Network access control integration with Sygate SODA client security

VPN Server

· PPTP, L2TP/IPSec termination

· Cisco and Nortel client VPN termination

· Alcatel-Lucent Dialer

Policy Enforcement Firewall

· Dynamic user policy management

· Captive Portal for guest access

· Role-based user services

· QoS for data and voice traffic

Voice Services

· Call admission control

· Voice-ware 802.1x

· Dynamic WMM queue management

· Automatic voice prioritization (all protocols)

· Intelligent network capacity analysis

· Phone number awareness
Remote Access point (RAP)

· Termination of thin APs with L2TP/IPSec

· Encryption of Remote AP client traffic (control and payload)

XSec Security

· Layer-2 AES encryption

· Encryption of Remote AP client traffic (control and payload)
Key Differentiators 

Why OmniAccess WLAN from Alcatel-Lucent?

· Alcatel-Lucent’s OmniAccess WLAN solution:

· Enables application & security awareness that is required to meet the needs of enterprise mobility

·  Provides the highest levels of security by closing any backdoors into the LAN even with guest access and legacy device (i.e. no WLAN security) support

· Allows concurrent operation of multiple applications by enabling necessary QoS for each

· Provides ease of integration with existing LDAP, AD, RADIUS servers through the use of authentication derivation rules

· Enables time-of-day access, blacklisting in case of malicious activity, session mirroring, logging & packet capture for ease of troubleshooting

· Enables deep-packet level inspection for different applications, for instance VoWLAN SIP, and gather more information about user traffic flows providing invaluable monitoring & reporting data Alcatel-Lucent’s unique overlay architecture can easily fit in any network, including one with NACv2. Alcatel-Lucent has a NACv2 interoperability application note to demonstrate this. 

· Alcatel-Lucent’s WLAN solution interoperates fully with widely used authentication servers – including LDAP & AD servers through direct communication. Besides providing this support for MAC, VPN, web authenticated clients, 802.1x users can authenticate against these authentication servers as well, utilizing AAA Fast

· Connect (EAP offload) functionality built into Alcatel-Lucent’s base software package, enabling easy integration with existing authentication systems & providing the highest possible level of security for the end user and the enterprise. 

· During its lifetime Alcatel-Lucent has focused on developing the best of breed secure mobility infrastructure for voice + video + data aiming to meet today’s fast developing IT needs in education, healthcare, enterprise & retail markets. Where it does not meet certain requirements of its customers, Alcatel-Lucent continues to innovate & satisfy customers’ expectations through internal research & development and/or prove interoperability & form partnerships best of breed security solutions. These include, Microsoft NAP and Bradford Networks for Network Access Control, FireEye & Snort for content filtering on the wire, Fortinet for Anti-Virus security analysis, Symantec Sygate for Client Remediation, to name a few. These solutions complement an existing Alcatel-Lucent secure mobility solution depending on customer’s needs. Alcatel-Lucent’s WLAN architecture has been built to provide secure mobility, instead of simple WLAN access – WLAN security management, detection & prevention is built within the mobility infrastructure and does not require installation of a separate monitoring tool.

· From a layer-1 802.11 security perspective, Alcatel-Lucent’s leadership in this arena has been proven several times through simple feature set comparisons, public appearances of Alcatel-Lucent’s gear at several hacker conferences all over the world in an effort to prepare itself for the latest set of attacks and gather intelligence, and working towards meeting most stringent Federal government requirements. 

· Alcatel-Lucent has developed the first FIPS 140-2 certified WLAN solution Alcatel-Lucent is currently the only WLAN vendor that supports client authentication through Juniper Funk Layer-2 802.1x XSec authentication, which is the highest level of security accepted by Federal government today for the next generation WLAN solution.
· Easy to deploy

· Eliminate expensive user training and helpdesk support costs

· The Alcatel-Lucent Mobile Edge requires no network changes and is simple to deploy;  Many Alcatel-Lucent customers have had a WLAN up and running in less than a day
· Easy to manage

· Minimal downtime and IT support costs

· Eliminate expensive RF site surveys and associate performance issues
· Security features that are far beyond the competition

· Award-winning performance and scalability

· Easily supports new services and applications such as VoIP, etc.

· “Right-sized” cost-effective solutions for any size deployment

· Low risk

· Award-winning results

· Independently lab-tested

· Ease of Use

· 100% network agnostic - runs as an overlay on any network without requiring changes to the existing infrastructure

· Highest level of interoperability with existing equipment: network, servers, clients, other devices

· Plug and play, with a single point of control for all WLAN security, IDS, policies, etc.

· “No touch” automatic firmware upgrades for APs

· RF Live software constantly monitors and maintains RF environment

· No requirement to upgrade any other network components

· All Alcatel-Lucent APs possess the ability to become remote wireless packet capture devices. Troubleshooting no longer requires someone on location; it can be done from anywhere.

· Centralized automatic RF channel and power level management for stable wireless networks

· Reliability

· Chassis Redundancy; Alcatel-Lucent supports 1:1 and N: 1 redundancy models using a standard VRRP-based approach as opposed to a proprietary redundancy mechanism. Alcatel-Lucent also simplifies configuration for redundancy. 

· Redundant controllers can be deployed in different subnet and building; Alcatel-Lucent gives the flexibility to deploy redundant controllers in the same subnet (by using VRRP) or in different subnets/locations (by using the concept of "lms-ip" and "backup-lms-ip" which configures the primary and secondary controller for an AP or a group of APs)

· Per-AP Configuration for redundancy; Alcatel-Lucent can configure the controller for a set of access points to be the VR-IP in a very simple and scalable manner.

· Recovery time after controller failure; 6 seconds; Alcatel-Lucent APs do not reboot and are therefore able to recover from a controller failure in 6 seconds.

· No AP reboots when the controllers fail; Alcatel-Lucent Access Points do not reboot on a controller failure and therefore the recovery is quicker and more efficient.

· Alcatel-Lucent WLAN implementation provides the fastest recovery time [under 10 seconds] for any type of 1:1, 1+1, N: 1, N+1 redundancy architecture for AP termination points, through the use of its built-in support for VRRP, in the market available today.

· Management

· Alcatel-Lucent offers two options for management – a master controller GUI or a mobility management system (MMS) to manage the entire mobile edge with configuration, monitoring, and troubleshooting and location services. The master controller management offering is a full-featured yet cost-efficient option ideal for small to mid-sized networks with up to 512 local APs, 700 slave controllers, their APs and clients. The MMS offering is ideal for larger scale networks and for IT organizations that need different levels of rights to manage the network, as well as deeper analytics and historical trending. Both the master controller and MMS management options are enterprise-class offerings for system-wide management, with different price-scale-feature propositions.

· For multi-site, multi-campus 1000+ controller networks, additional management / monitoring / reporting functions can also be performed by Alcatel-Lucent’s NMS solution MMS. Alcatel-Lucent is still the only WLAN vendor in the market providing central management / reporting functions within the network infrastructure itself by selecting one or more “master” controllers within a campus or a multi-site network.

· Alcatel-Lucent develops software + hardware for its controller, AP, MMS in-house –Alcatel-Lucent is still the only WLAN vendor providing high-availability for management platforms, whether it is the master controller or the MMS server, besides providing redundancy for AP termination points.

· Did you know that with Alcatel-Lucent WLAN you can change the configuration on 100’s, 1000’s of APs from a single command on a network controller without needing an NMS solution? Did you know that only Alcatel-Lucent offers the only WLAN solution that provides redundancy for its NMS solution?

· Wireless NMS support; Alcatel-Lucent's master controller provides fully integrated centralized management capabilities without requiring the customer to use an external NMS. In addition Alcatel-Lucent is also launching the first version of an external NMS for very large scale networks that need such functionality. 
· Non-802.11 noise detects and monitoring; ARM automatically detects non-802.11 noise and reacts to it to manage the channel and power optimally. This does not require any additional configuration.

· AP’s IP addresses and deployment; Alcatel-Lucent APs can work in all modes of connection (direct, layer 2 or layer 3) without any additional configuration

· No, additional devices is needed for location triangulation; Alcatel-Lucent provides location triangulation capabilities on the controller natively. 
· There are no requirements to add VLAN to existing network infrastructure per SSID/ device type; Alcatel-Lucent does not require VLANs as a method to differentiate access and traffic. Also it can act as the gateway; thereby making the deployment truly transparent to the existing network

· There are no requirements for dual-stage AP for Layer-3 deployment; Alcatel-Lucent offers true plug n' play solution where the access points can be directly deployed and centrally configured for all parameters

· Alcatel-Lucent supports location tracking functions built within its master controllers– including the support for “any MAC tracking” including WIPDS event related devices, RFID tags, voice or data clients, etc. and including the support for multiple simultaneously device tracking on a “live” RF plan. Location tracking services is built-in within the product [no separate server installation, no separate license, it is part of the same MMS installation] and supports simultaneous device tracking at a larger scale. Alcatel-Lucent’s location tracking capabilities have been developed internally & do not depend on any third party device, software installation, or vendor.

· Applicability & Scalability

· Alcatel-Lucent’s WLAN solution is interoperable With Centrino and all 802.11 clients; Intel has Alcatel-Lucent system in their test labs and is testing interoperability with Alcatel-Lucent. In addition Alcatel-Lucent doesn’t have the luxury of a CCX program and has to be interoperable with all devices CCX/Centrino or not. This has time and again proven itself to be the most successful interoperability strategy in a world where the clients will be heterogeneous.

· Alcatel-Lucent’s WLAN solution supports the Standards based RF network optimizations to interoperate with ALL 802.11 clients; Alcatel-Lucent has optimizations to provide enterprise class performance, improve roaming and load balance clients that are standards based and therefore work with all clients. Further as standards get ratified, Alcatel-Lucent will implement the same to work with all standards based clients. 

· Max AP number support; up to 512 APs

· Seamless deployment; Alcatel-Lucent supports a seamless deployment over existing network infrastructure an important feature that helps reduce installation cost for customers. In addition, the Alcatel-Lucent mobility solution provides a centrally managed solution for headquarters and branch offices –

· Alcatel-Lucent’s WLAN solution supports the ability to track locations over 1000 clients; With the EMS product, Alcatel-Lucent has the capability to track 1000+ WiFi clients and tags.

· RFID Smart tag Recognition; Alcatel-Lucent has demonstrated interoperability with a leading tag vendor, and is working in the IEEE with a consortium of RFID vendors to standardize active tag interfaces for full inter-vendor interoperability.

· Centralized management of mobility solutions in headquarters, branch offices, remote locations and employee's homes; Using an Alcatel-Lucent system for providing WLAN in headquarters, branch offices, and remote offices such as homes and hotel rooms, the entire mobility solution can be centrally managed instead of managing several disparate solutions

· Consistent User experience while being mobile; The Alcatel-Lucent mobility solution ensures that the user does not have to change its behavior when moving from the main office to remote/branch offices to the home. The network providing the highest level of security and convenience follows the mobile user in all locations

· Performance

· Centralized encryption is Alcatel-Lucent’s biggest differentiator over other vendors. Centralized encryption provides the Alcatel-Lucent controllers’ application awareness and unparalleled control over the wireless medium. This in turn means better security, mobility and application performance that improved end-user experience and a non-disruptive network integration approach to reduce TCO.

· Ultra-fast roaming - less than 10ms

· Support for networks with hundreds of controllers and thousands of APs

· 14Mbps of Per AP Throughput depending on Controller's capacity

· Advanced VoIP/mobile application support

· Support for voice and data on the same network without sacrificing performance or reliability

· High-speed redundancy and recovery solutions

· Integrated line-rate VPN server

· Any Alcatel-Lucent AP can double as a wireless monitor - constantly scanning the air for rogue APs and with a full wireless intrusion detection and containment suite.

· RF management is automatic and comprehensive - set and forget

· Alcatel-Lucent Mobile Edge provides universal access - the same security, applications, login from anywhere - no expensive user re-training or helpdesk call

· Converged services - voice/data devices such as Blackberries or PDAs can use the same SSID with different QoS for voice and data. This is crucial for any deployment where voice and data must co-exist on the same WLAN and only Alcatel-Lucent offers this.

· QoS for Voice with IDS

· Alcatel-Lucent currently supports the industry standard QoS (SVP), and is implementing the WMM standard to support WMM handsets in the market.

· Alcatel-Lucent provides automatic application identification and prioritization for equitable resource access

· Alcatel-Lucent’s unique set of high-user-density technologies allow multiple controllers (up to 700) to work together in a cluster as a mobility domain to enable the maximum throughput per AP and per user. More importantly, only Alcatel-Lucent has technologies such as AAA fast-connect and VLAN pooling that eliminate choke points on the wired network due to high WLAN traffic and user load. Alcatel-Lucent chassis-based controller module provides up to 4Gbps unencrypted & 3.2Gbps encrypted throughput. The OAW-6000 chassis can be installed with 2 controller modules scaling the per chassis performance up to 8Gbps. These numbers are being tested & verified every release cycle by the Alcatel-Lucent engineering team. Just very recently, we were able to demonstrate this level of performance during one of the most extensive benchmark evaluation tests with one of our partners. With 4000+ users registered, 800+ lines of ACLs per user, with 2Gbps AES encrypted traffic flowing separated across 4000+ users, 256 max number of APs (30 of them IPSec enabled Remote APs) registered on a single SC2 module with 6 SSID’s running on each, system did not experience any performance degradation in the data path & the CPU utilization was merely at 50-60%. The fact that the system has to perform at advertised data path performance while being installed with all the software licenses, being enabled with all the necessary configuration options, and with max # of users/APs, was one of the “must-pass” tests for this benchmark and it performed as expected on day-1 with no additional required enhancements. 

· Alcatel-Lucent’s product line includes outdoor point-to-point & point-to-multipoint thin & fat bridge solutions. Mesh product line will be made available soon. Alcatel-Lucent supports VoWLAN better than any other WLAN out there today. This has been proven multiple times at 3rd party tests and customer benchmarks. Being able to “understand” VOCERA, SVP, SIP, SCCP protocols out of the box in the data path and being Stateful against all of them allows Alcatel-Lucent to provide best level of service to such protocols. Results from Network World tests for the last three years, customer case studies, support for Voice CAC for all these VoWLAN protocols, publicly released Fixed Mobile Convergence roadmap & partnerships, battery life & roaming enhancements that are available today, security architecture with WIPDS & Stateful firewall functions make Alcatel-Lucent the leading vendor of choice when VoWLAN deployment is concerned. Alcatel-Lucent’s centralized encryption architecture supports unparalleled voice quality & capacity in a “client-less” approach. Central MAC & AAA-FastConnect technologies speed up roam times and built-in Stateful inspection recognizes voice traffic and prioritizes it. Alcatel-Lucent = Client-less approach = better voice quality with 100% interoperability.

· Alcatel-Lucent fully understands the requirements for routing, switching & video, besides voice & security.  We have tested close to 900Mbps worth of WPA2/AES encrypted 802.1x traffic across 24 APs in a single Alcatel-Lucent controller with 500 simulated WLAN clients spread across 15 VLANs. 

· Alcatel-Lucent’s WLAN installations have supported large multicast video deployments with no major problems. Alcatel-Lucent controllers can be configured with IGMP snooping & multicast-to-unicast conversion for AP and/or client specific multicast stream delivery, removing performance bottlenecks on the wire & on the air.

· Only Alcatel-Lucent offers an integrated offering for mobility, security and voice convergence. Alcatel-Lucent’s controller offers the best value & price combination available today for branch and regional office deployments. With 6 AP support and all the functionalities [firewall, VPN, WIP, etc.] same as our higher end product set Mobility Controllers. 1Gbps of throughput, DHCP client on its VLAN interfaces, auto DHCP server configuration for DNS / WINS server address assignments, PPPoE termination, internal routing / switching, internal 802.1x termination with built-in RADIUS server [EAP offload], internal DHCP server, site-to-site VPN support for central office communication, and many others make this small but mighty WLAN controller the best “office-in-a-box” solution available today in the enterprise WLAN market –

· Security

· Built-in, application and identity-aware Stateful firewall tracks every device, every user and every traffic flow

· Continuous application of security policies anywhere in the network, any time

· Unique rogue AP classification, intrusion detection and automatic counter-measures

· True end-to-end encryption from the client to the data center; no encryption keys stored on APs

· Users, not ports - any user can appear on any port at any time. Alcatel-Lucent secures the network based on business roles and identity - making it easier to manage and align with organization security policies

· Centralized encryption and programmable ASICs on the Alcatel-Lucent Mobility Controller ensures new standards are supported with software upgrades - no new hardware

· User Identity based access with a Stateful firewall; The Alcatel-Lucent Stateful firewall provides a way of providing complete user-identity based access control.
· On-Demand host integrity check for unmanaged clients; Alcatel-Lucent provides the SODA solution that can provide host integrity check for unmanaged clients such as guests and contractors by pushing an applet to the client and checking for integrity before allowing access to the network. Since the Alcatel-Lucent system uses the concept of user roles, it does not incur any additional cost of managing additional VLANs and also provides a higher level of security than just VLAN isolation
· Centralized Encryption providing end-to-end Encryption from client to controller; Alcatel-Lucent provides the highest level of security by providing encryption on the controller instead of the Access Points, thereby providing data confidentiality on the wired network as well; thereby protecting the wireless data from attacks such as ARP poisoning etc.
· Blacklisting on Policy violations; Since Alcatel-Lucent has an integrated RF Firewall and Wireless IDS/IPS system, it is uniquely positioned to blacklist clients when it detects policy violations. These can range from layer1 to layer 7 violations.
· URL logging; Alcatel-Lucent can be used in conjunction with the Cisco solution for URL logging if the same solution needs to be used for wired and wireless networks. This is an additional service and not a wireless network feature

· Firewall; The Alcatel-Lucent firewall manages context of a client from L1 (802.11 associate state, encryption type etc.), L2 (802.1x authentication state, MAC address), L3 state (IP Address, VLAN, Subnet) and application level state (application sessions such as SIP, FTP, Telnet etc.). This provides unique capabilities to the Alcatel-Lucent controller ranging from user-identity based access, the highest level of security (such as blacklisting policy violators), and enabling applications such as Soft Phones (by enabling Voice Flow Classification on a device to provide QoS) amongst others

· 802.1x Authentication server; Alcatel-Lucent works with any standards based Authentication servers and does not need any proprietary techniques for the solution needed. This helps the vendor use the existing infrastructure for wireless instead of increasing the cost (new infrastructure and management) by adding an ACS server)

· When guests use wireless network, it can automatically make a tunneling to DMZ in the out of corporate network. (Guest tunneling); Alcatel-Lucent supports tunneling all traffic to a DMZ out of the corporate network by the use of the firewall.

· Interoperate ability with Virus vaccines; Alcatel-Lucent is also interoperable with all antivirus vendors.   The Alcatel-Lucent-Fortinet partnership is an extension of the capabilities that Alcatel-Lucent has with other AV vendors.

· Per Client Connectivity prevention; Alcatel-Lucent has always supported the ability too disconnect a client selectively when it detects the client to be a rogue or a malicious client.

· DoS attack incapacitate. Prevention of management frame replay; Alcatel-Lucent is a co-author of a work in progress draft in the 802.11w working group with many other companies including Cisco. Alcatel-Lucent is also collaborating on a project with Dartmouth University via a federal grant via the DHS (Department of Homeland Security) towards researching and developing within product techniques to measure, analyze and protect against many kinds of wireless attacks and not just DoS attacks on the management frames (that 11w is working on). Alcatel-Lucent is committed over the next couple of years in leading the industry in both standards and research but also towards mitigating and improving the state of the art in it’s internal product development.

· Client connection's stability when AP is working for both data services and RF monitoring; Alcatel-Lucent fully supports access and monitoring on the same device. In fact, Alcatel-Lucent is the only vendor that is able to do: "Voice-aware RF scanning" and "Multi band scanning on single radio APs". Alcatel-Lucent APs can dynamically turn off "off channel" scanning when it detects an active voice call. 

Rogue AP classification / detection / containment / location are automated in the Alcatel-Lucent system and they are part of the base Alcatel-Lucent OS software. Our Access Points & Air Monitors can detect rogue APs (that are on your corporate wired network) –  Alcatel-Lucent does not mark “everything on the air” as Rogue APs – if they are not part of your wired network, they will be marked as interfering – Alcatel-Lucent has the additional feature to “prevent valid clients roaming to interfering APs” as well.

·  Air Monitors that are used for continuous scanning & IPS functions can be incorporated within the RF Plan during the network design phase. Alcatel-Lucent controller can take automatic IPS actions against Rogue APs –  Rogue AP classification / detection / containment / location functions are performed by Alcatel-Lucent controllers, APs, AMs – there is no other “application” that is required. There is no requirement to buy extra APs to detect rogue APs. Alcatel-Lucent was 1st to provide Air Monitor functionality for its APs, in order to achieve 100% containment all the time during IPS functions. Alcatel-Lucent APs, in access-point mode, will also contribute the rogue AP detection, containment, location whenever they are not serving actual WLAN data traffic.

· An Alcatel-Lucent AP can be in the promiscuous monitoring mode whenever it is not taking time to serve data traffic. Dual-radio APs from Alcatel-Lucent can act as dedicated Air Monitors on one radio while serving as access-points on the other radio –This functionality provides additional flexibility & lower TCO for a WLAN deployment. Alcatel-Lucent APs & AMs, besides assisting in IDS, IPS, dynamic RF management, WLAN data services/functions, they can also perform “live, real-time” RF packet capturing (with filter definitions). Air Monitor deployment, planning & placement is part of the Alcatel-Lucent RF planning function –

· Low Risk

· Alcatel-Lucent’s overlay architecture means no downtime for the existing network infrastructure - no software upgrades, no new modules, etc.

· Deployment of new applications and functions is performed as a service rather than a new infrastructure

· Alcatel-Lucent is a strategic solution offering dramatically reduced TCO through measures such as support for all current features on original first-generation equipment (no fork-lift upgrades)

· Long product life span with simple upgrades if needed (but not required)

· Eliminate risk of taking down critical wired network

· Other vendors require changes to the existing infrastructure, Alcatel-Lucent does not; this decreases risk to your mission-critical network - no wired-wireless code dependencies

· Other Differentiators

· Voice Aware Scanning

· Call Admission Control (CAC) – For handoffs

· Client-less approach

· Network Access Control (NAC)

· Alcatel-Lucent’s unique overlay architecture can easily fit in any network, including one with NACv2.

· Alcatel-Lucent Suggestion – Wait for Microsoft NAP – a more open approach. 

· In the mean time use:

· IEEE 802.11i security combined with a per user firewall 

· (A part of Alcatel-Lucent solution)

· Firewall prevents “contamination” by blocking mal-traffic, not just forcing a VLAN

· Captive Portal + Client Integrity for guest users
· Service & Support

· Alcatel-Lucent has a 24x7x365 Tier 1 and 2 support team with escalation (advanced TAC) resources available by time-of-day (region) for North America, Europe, and the APAC. Back-up to all regions is provided by Alcatel-Lucent HQ Engineers who are on 24 hour pager duty.

· Key Industries supported

· Education

· Enterprise

· Healthcare

· Hospitality

· Finance

· Retail
· Sample Customers & Technology Partners

· Microsoft, Google, Yahoo, eBay, Dartmouth College, Ohio State University, Yale University, American Express, McCarran International Airport, Heathrow International Airport, Tyco Electronics, US Air Force, SAP, Sharp Healthcare, Johnson & Wales, BJ’s, Commercial Alcohols, Verizon Wireless, AT&T, Inmarsat
· …and many more Customer Success Stories and wins
· …and many Technology Partners
WiFi OmniAccess WLAN Additional Facts 

Wireless Architecture Evolution
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The Alcatel - Lucent Architecture Is the Difference

· Alcatel-Lucent supports an unified architecture – L4 - L7 architecture  
Alcatel - Lucent Is the Clear Choice

Alcatel-Lucent vs. Others
Fundamental Decision: Solution Architecture
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Alcatel-Lucent’s Non-intrusive Network Overlay
No Change Required To Existing Network

Alcatel-Lucent’s overlay architecture offers a non-disruptive network integration approach.
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Alcatel-Lucent Adaptive Radio Management 
No Manual Walk-About Fingerprinting Required
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Campus WLANs Need a Complete “Network” Solution 

To Enable High Client Density
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» Campus WLAN Scaling Challenges
- Ensure RF design can handle larger number of devices
«+ Scale authentication load on server
- Efficient IP addressing & VLAN architecture

« Only Alcatel-Lucent delivers solution
» Layer 1: Adaptive Radio Management
« Layer 2: AAA FastConnect
« Layer 3: VLAN Pooling




With Alcatel-Lucent AAA FastConnect™ AAA Services Scale 

Without Extra $$$
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Hardware Accelerated Authentication =
Fast Connect Times + Predictable Roaming Response Times




Dense Campus WLANs – Secure RADIUS™
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Alcatel-Lucent VLAN Pooling™ 
No Network Re-architecting, Better Battery Life
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With Alcatel-Lucent Architecture

All VLANS are
configured once at
the controller

Only Solution That Scales

« Extremely easy & quick configuration
(one point of VLAN configuration)

Eachdeviceis * High performance & better battery

dynamically life with broadcast separation
assigned a VLAN
basedonVLAN . No Mobility problems — device stays

, load condifions jp jts VLAN as it roams.





Alcatel-Lucent’s per User Firewall Closes Any Backdoors

[image: image9.png]= Alcatel-Lucent places authentication and
authorization (firewall) in the same device

= Firewall policies are based on identity, not
on source IP or MAC

= End-to-end encryption serves as “identity
token”

= Spoofing attacks are defeated




[image: image10.png]Can't Go In. Network
Must Be Aruba!

%ﬁi&m e

i
Just WPA.. | can break that
in 10 mins

Hacker discovers
“Voice” or “Guest”
SSID, cracks WEP or
WPA
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to gain access

Alcatel-Lucent Firewall
detects non-SIP or
non-guest traffic and
blocks traffic

Firewall blacklists
hacker and
preemptively blocks
any future connection
attempts




Alcatel-Lucent’s Blacklisting & Quarantine
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Alcatel-Lucent’s Support for Converged Voice + Data Devices
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Thank You for Choosing 

The OmniAccess WLAN 

WiFi Certified Enterprise Solutions 

From Alcatel-Lucent
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